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Cyber security Services

Description

Overview

Our Approach

Our Services
Our Work

Speak With Us

ATMECS understands the prohibitive costs facing cybercrime victims &?? economic, reputational, and
regulatory. To help businesses deal with cybercrimes, ATMECS is harnessing its knowledge,
experience, and solutions to architect robust and resilient security programs to ingrain cybersecurity
into core business processes. With its bouquet of assessment and advisory services, mature managed
security services model, and metrics driven approach, ATMECS is aptly poised to understand and
guantify risks faced by businesses, evolve threat mitigation measures, and help them define their
security posturing.

ATMECSa?? Approach towards Cybersecurity Services

ATMECS seeks to optimize Security Program Implementations based on 4??
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Effectively assessing environment for security

Protect & Secure

Plan and operate security controls for continuous protection

Comply

Meet all compliance requirements

Simplify

Operate 24A?7

Resiliency

Recover from cyber incidents with minimum/no impact business

Our Cyber Security Services

ATMECS helps organizations in their battle against the cyber threats by providing reliable and resilient
cybersecurity services. Enabling our customers to grow their business, while we safeguard their assets.

Cloud Security

Identity and Access Management
Security Operations Center
Security Analytics

Governance, Risk and Compliance
Business continuity as a service
Cloud Security

ATMECS provides easily scalable services that handle all cloud security needs that businesses can
foresee.

Data Security/DLP

Encryption Implementation
Email Security

Web Security

Cloud Security Policy & Controls
o Application Security

Identity and Access Management
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Compromised user credentials are the most common cause of exploitation of a businessa??s network
and assets. ATMECS manages the complete lifecycle of the identity & access management.

Identity Governance

User Access Management
Privileged Account Management
Privacy Management

Security Operations Center

ATMECS secures your business needs with its customizable SOC offerings; with flexible delivery
models (onsite/offshore/hybrid).

e SIEM/EDR/NDR/WDR

e Alert Management

e Threat Management

¢ Vulnerability Management
e Penetration Testing

¢ Intrusion Management

¢ Incident Management

e Log Management

e Compliance Management
e Tabletop Exercises

e Mobile Security

Security Analytics

ATMECSAa??s strengths in data aggregation, attribution and analysis of information/data helps
businesses identify threats and take mitigation measures before the threats manifest.

e Predictive Analytics
e User & Entity Behaviour Analytics (UEBA)
e Security Operations & Analytics Platform Architecture (SOAPA)

Governance, Risk and Compliance

Risk Assessment, Risk Management, Risk Governance services provided by ATMECS help businesses
easily navigate the myriad and complex regulatory compliance requirements.

e FedRAMP

e NIST CSF

o HIPAA

e PCIDSS

e GDPR

¢ IRGC Framework

e Sarbanes-Oxley Act (SOX)

¢ Cloud Controls Matrix (CCM)
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Business continuity as a service

Any unprecedented situation may bring business to a grinding halt 4?2 be it two minutes or a few days.
ATMECS provides forward looking solutions to handle such situations by incorporating scenario
planning into the enabling process.

¢ Business Continuity Management
e Disaster Recovery
¢ Crisis Management

Our Work

Our battle tested teams have the experience, industry knowledge, technical skill, partner relationships,
methodologies, global reach and passion to support our clientsa?? success and make their business

vision a reality.
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Prevention & Protection Against Latest Threats
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Data Information & Security

Our Team of Experts

Our subject matter experts are seasoned industry professionals who can provide thought leadership
and strategic or tactical support on your next digital transformation initiatives.
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VENKATESA VISWANATHAN (VISHY)

CHIEF DELIVERY OFFICER

Bio

Venkatesa Viswanathan

~

A?

A three-decade long career has seen Vishy deliver complex projects spanning the various facets of the
IT Industry &?? Product Engineering, Software Services, Infrastructure, Business Operations, and
Customer Support. His expertise lies in managing large accounts, providing governance leadership,
and increasing productivity.

An excellent communicator, a people-oriented leader with a penchant for technology enablement, Vishy
believes People, Delivery, Innovation are the cornerstones for fruitful customer engagements.

Prior to joining ATMECS, Vishy has worked with Kony Labs, Ness Technologies, AINS Inc., and ITC
Limited. His key achievements include setting up the India Enterprise Centres for Franklin Templeton
and Invesco.

Close
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SANJAY SINGH

CHIEF ENGINEERING OFFICER

Bio

Sanjay Singh

A?

With experience in large organizations and applying those learnings to start-ups and more importantly
unlearning is what Sanjay loves to do. A career spanning about 25 years, he has built passionate
technical teams at Microsoft, NorthgateArinso, Rofous, and is replicating the success at ATMECS.

Sanjay works with an objective to uncover the potential of software engineers and empower them to
reach greater heights in the field of software creation and personal growth. Relentless optimism is what
he believes in.

Close
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SREEDHAR PEESAPATI Wat & mal’k

ASSOCIATE DIRECTOR
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GURUPRASAD RAO

DIRECTOR, CLOUD ENGINEERING

Bio

Guruprasad Rao (Guru)

A?

A career spanning more than twenty years with 14 years of working experience in the broadcast
industry for European based clients such as Philips, Technicolor, BskyB by News Corporation, Sky
Italia, Liberty Global, The Netherlands, and Cisco. With his cultural experience of living in Europe; He
brings together the experience of working with people, processes, technologies to engage and
collaborate between customers expect from IT services and services IT is able to provide.

Guru is passionate about solving customera??s facing engineering challenges by bringing together
people, process and tools, and technologies. He has proven skills to articulate and communicate a
complex project in a simple and easy to understand manner to the offshore team with a focus towards
application transformation based on the organizationa??s commitments to either public, private, or
hybrid cloud adoption. These services include cloud discovery and assessment, application migration
strategy to the clouds based on rehosting, refactor, re-architect, and rebuild. Guru is responsible for the
overall UK and Europe Delivery Excellence within ATMECS.
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Close

Are you interested in what we do? Reach out to the passionate minds!

With vibrant, energetic, agile, nimble teams, we are constantly looking to solve complex problems.
Contact us to know more!

Leta??s Partner

Join our team
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